
 
 

DATA PROTECTION POLICY 

 

Approved by: Cumbria Education Trust Board   Date: October 2015 

 

Review Date: Bi-Annually 

 

Owner:  Chief Operation Officer, Cumbria Education Trust 

 

 
  

REVIEW SHEET  
  

The information in the table below provides details of the earlier versions of this document and 

brief details of reviews and, where appropriate amendments which have been made to later 

versions.    
  

Version 

Number  
Version Description  

Date of 

Revision  

1  Original Oct 2015  

2  Annual Review (MR) Oct 2017 

3      

4      

5      

6      

7      

8      

9      

10      

11      

12      

13      

14      

15      

16      

 
 
 
 



Rationale  
 
Cumbria Education Trust (the Trust) is committed to a policy of protecting the rights and privacy of 
individuals, including pupil/students, staff and others, in accordance with the Data Protection Act 
(DPA). 
 
The Trust and its family of academies need to process certain information about its staff, 
pupils/students and other individuals with whom it has a relationship for various purposes such as, but 
not limited to: 
 

 the recruitment and payment of staff 

 the administration of programmes of study 

 the recording of a pupil/student’s progress  

 collecting fees 

 complying with legal obligations to funding bodies and the government.  
 
To comply with various legal obligations, including the obligations imposed on it by the Data Protection 
Act 1998, the Trust must ensure that all this information about individuals is collected and used fairly, 
stored safely and securely, and not disclosed to any third party unlawfully. 
 
This policy will be reviewed every two years as a minimum.    
 

Cumbria Education Trust – Central Team 

Data Protection Officer Chief Operating Officer  
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1. Compliance 
 

This policy applies to all Trust Members, Local Advisory Board members, staff and 
pupils/students.  Any breach of this policy, or of the Act itself, will be considered an offence and 
the Trust’s disciplinary procedures will be invoked. 

 
As a matter of best practice, other agencies and individuals working with the Trust, and who have 
access to personal information, will be expected to read and comply with this policy.   It is expected 
that departments or individuals who are responsible for dealing with external bodies will take the 
responsibility for ensuring that such bodies sign a contract which, among other things, will include 
an agreement to abide by this policy. 

 
This policy will be updated as necessary to reflect best practice in data management, security 
and control and to ensure compliance with any changes or amendments to the DPA and other 
relevant legislation.  

 
The Information Commissioner’s Office (ICO) gives further detailed guidance and the Trust 
undertakes to adopt and comply with ICO guidance.  

 
The DPA regulates the processing of personal data and protects the rights and privacy of all living 
individuals (including children), for example by giving all individuals who are the subject of 
personal data a general right of access to the personal data which relates to them.  Individuals 
can exercise the right to gain access to their information by means of a ‘subject access request’ 
(see Appendix A).  Personal data is information relating to an individual and may be in hard or 
soft copy (paper/manual files; electronic records; photographs; CCTV images), and may include 
facts or opinions about a person.  

 



The DPA also sets out specific rights for academy pupils/students in relation to educational 
records held within the state education system.  These rights are set out in separate education 
regulations ‘The Education (Student Information) (England) Regulations 2000.’  For more detailed 
information on these Regulations refer to the ICO website. 

2. Responsibilities under the DPA and Registration 
 

The Trust will be the ‘data controller’ under the terms of the legislation – this means the Members 
are ultimately responsible for controlling the use and processing of personal data within its family 
of academies. 

 
The Members devolve responsibility for the control and processing of personal data via the Local 
Advisory Board Members and the academy Headteachers.  The Members and Headteachers of 
each academy is responsible for all day-to-day Data Protection matters, and will be responsible 
for ensuring that all members of staff and relevant individuals abide by this policy, and for 
developing and encouraging good information handling within their academy. 

 
The Trust is registered as a Data Controller on the Data Protection Register held by the 
Information Commissioner.  The Trust’s Operations Manager is responsible for ensuring that the 
academy’s notification is kept accurate.  

 
Compliance with the legislation is the responsibility of all members of the Trust who process 
personal information. 

 
Individuals who provide personal data to the academy are responsible for ensuring that the 
information is accurate and up-to-date. 

3. Definitions 
 

Data Controller Any individual or organisation who controls personal data. 
 

Personal Data Data which relates to a living individual who can be identified.  
Addresses and telephone numbers are particularly vulnerable to 
abuse, but names and photographs can also be, if published in the 
press, Internet or media. 
 

Sensitive Personal Data Personal data relating to an individual’s race or ethnic origin, 
political opinions, religious beliefs, physical/mental health, trade 
union membership, sexual life and criminal activities. 
 

Relevant Filing System Also known as manual records, i.e. a set of records which are 
organised by reference to the individual/their criteria and are 
structured in such a way as to make specific information readily 
accessible eg, personnel records, microfiches. 
 

Data Subject An individual who is the subject of the personal data, for example, 
employees, students, claimants, etc. 
 

Processing Obtaining, recording or holding data or carrying out any operation 
on the data including organising, adapting, altering, retrieving, 
consulting, using, disclosing, disseminating, aligning, blocking, 
erasing or destroying the data. 
 

Accessible Records Any records which are kept by the organisation as part of a statutory 
duty, eg, pupil/student records, housing tenancy records, social 
services records. 
 

Parent Has the meaning given in the Education Act 1996, and includes any 
person having parental responsibility or care of a child. 

 



4. Data Protection Principles  
 

The legislation places a responsibility on every Data Controller to process any personal data in 
accordance with the eight principles.  In order to comply with its obligations, the Trust will ensure 
that each academy: - 
 

 Process personal data fairly and lawfully. 

 Process the data for the specific and lawful purpose for which it collected that data, and not 
further process the data in a manner incompatible with this purpose. 

 Ensure that the data is adequate, relevant and not excessive in relation to the purpose for which 
it is processed. 

 Keep personal data accurate and, where necessary, up to date. 

 Only keep personal data for as long as is necessary. 

 Process personal data in accordance with the rights of the data subject under the legislation.  

 Put appropriate technical and organisational measures in place against unauthorised or 
unlawful processing of personal data, and against accidental loss or destruction of data. 

 data is transferred to a country or a territory outside the European Economic Area unless that  
country or territory ensures adequate level of protection for the rights and freedoms of data 
subjects in relation to the processing of personal data. 

5. Consent as a Basis for Processing  
 

Although it is not always necessary to gain consent from individuals before processing their data, 
it is often the best way to ensure that data is collected and processed in an open and transparent 
manner.  Consent is especially important when academies are processing any sensitive data, as 
defined by the legislation. 

 
The Trust understands consent to mean that the individual has been fully informed of the intended 
processing and has signified their agreement (eg, via signing a form), whilst being of a sound 
mind and without having any undue influence exerted upon them.  

6. Dealing with requests for information 
 

Data Protection enquiries or Subject Access requests (SARS) are ones where the enquirer asks 
to see what personal information the academy holds about the enquirer.   

 
 

Freedom of Information enquiries are concerned with all other information and the reasoning  
behind decisions and policies.  

 
The Data Protection Acts extend to all data subjects having a right of access to their own 
personal data.  In order to ensure that people receive only information about themselves it is 
essential that a formal system of requests is in place.   

 
Any enquires relating to the above will be dealt with by the Trust’s Central Team. 

7. Authorised Disclosures 
 

The Trust will, in general, only disclose data about individuals with their consent.  However, there 
are circumstances under which the academy’s authorised officer may need to disclose data 
without explicit consent for that occasion.   
 

8. Publication of School Information 
 

The Trust’s family of academies may need to publish various items which will include some 
personal data.  It is the Trust’s policy to offer an opportunity to opt-out of the publication of such 
when collecting the information. 

 



Staff records appertaining to individual staff will remain of a confidential nature between the Trust, 
the Headteacher, the academy’s HR Manager and the member of staff and, where appropriate, 
those with administrative responsibility for data and HR administration.   

8.1 Email  
It is the policy of the Trust to ensure that senders and recipients of email are made aware 
that under the DPA, and Freedom of Information legislation. 

 
Under the Regulation of Investigatory Powers Act 2000, Lawful Business Practice 
Regulations, any email sent to or from the Trust may be accessed by someone other than 
the recipient for system management and security purposes. 

8.2 CCTV 
There are some CCTV systems operating within the Trust’s family of academies for the 
purpose of protecting staff, students and any of the Trust properties.  The Trust will only 
process any personal data obtained by the CCTV system in a manner which ensures 
compliance with the legislation. 

 

8.3 Use of Images & Photographs 
The Trust will ensure that each academy adopts a Publicity Consent Form, which all 
parents/students must sign (a copy available from the relevant academy on request).   

 
 
The Trust undertakes to ensure data integrity by the following methods: 

Data Accuracy 
Data held by the trust will be as accurate and up to date as is reasonably possible.   
  
Data Adequacy and Relevance 
Data held about people will be adequate, relevant and not excessive in relation to the purpose for 
which the data is being held.   

Length of Time 
Data held about individuals will not be kept for longer than necessary for the purposes registered.   
 
Cumbria Education Trust will ensure that obsolete data is properly erased as per our Retention 
Guidance.   

9. Secure transfer of data and access outside of academy sites (including upload to websites) 
 

The Trust recognises that personal data may be accessed by users outside of academy sites, or 
transferred to the LA or other agencies.  The Trust’s family of academies will be asked to follow 
best practice guidance as outlined in the Trust’s Data Protection Handbook. This Handbook will 
be updated as necessary and should be reviewed by the Trust regularly. 
 

10. Disposal of Data 
 

The Trust will comply with the Retention guidance and ensure the safe destruction of personal 
data when it is no longer required.  

11. Training & Awareness 
 

The Trust will ensure that all its staff will receive data handling awareness/data protection training 
and will be made aware of their responsibilities, as described in this Policy through:  

 

 Induction training for new staff 

 Cumbria Education Trust Data Protection Handbook 

 Staff Meetings & Inset 

 Day to day support and guidance from the Trust’s Central Team. 



12. Enquiries 
 

Information about the Trust’s Data Protection Policy is available from the Trust’s Operations 
Manager.  General information about the Data Protection Act can be obtained from the 
Information Commissioners Office http://www.ico.gov.uk.  

 

http://www.ico.gov.uk/

